BHumaHue: UHTepHeT!

C KaXXablm roaom MONOAEXKMU B MHTEepHeTe CTaHOBUTbCA GOI'IbLLIe, d WKOJIbHUKHN
OAHU N3 CaMbIX AKTUBHDIX nonb3oBaTeneu PyHeta. Mexay Tem, nomMmumo
OrpomMmHOro Kosnaun4yecrtsa BO3MO)KHOCTEVI, MUHTEPHET HeceT U I'IpOGHEMbI. dTta
NaMATKa A0/1)KHa NTOMO4Yb Tebe 6e3onacHo HaXo4auTbCA B CETU.

KomnbloTepHbie BUPYCbI

KomnbloTepHbIM BUPYC - 3TO PA3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpPamm,
OT/IMYUTENBHOM OCOBEHHOCTbIO KOTOPOM ABAAETCA CMOCOOHOCTb K Pa3MHOXEHMUIO.
B gononHeHMe K 3TOMy, BUPYCbl MOFYT NOBPEAUTb UM MONHOCTbIO YHUYTOXUTD
Bce dannbl U AaHHble, NOAKOHTPO/IbHbIE MO/b30BATENO, OT MMEHWU KOTOPOro
6blna 3anyweHa 3apaKEHHaA NporpamMmma, a TaKXe MNoBpeauTb WAM  Jaxke
YHUYTOXMTb OMEpaLMOHHYD CuUCcTeMy CcO Bcemu dannamm B uUenom. B
H6ONbLIMHCTBE Cy4aeB PAaCNPOCTPAHAOTCA BUPYCbl Yepe3 UHTEPHET.

MeTtoabl 3aWMTbl OT BPeAOHOCHbIX Nporpamm:

1. Wcnonb3yit coBpemeHHble OonepaLMOHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN
YPOBEHb 3alUTbl OT BPEAOHOCHbIX MPOrpamm;

2. [locTtoAaHHO YycTaHaBAMBan nauytM  (uudpoBble 3ansiaTkM, KOTopble
aBTOMAaTUYECKN YCTAHAB/IMBAKOTCA C LENbH A0pPabTKM nporpammbl) U gpyrue
obHOBNEHWA CBOEW onepauuMoHHOM cuctembl. CKaumBal MX TO/NbBKO C
obmumanbHoro cavta paspaborumka OC. Ecam  CyWecTBYeT  perum
aBTOMaTUYECKOro 06HOBNEHMA, BK/IOYU €r0;

3. Pabotam Ha cBoem KoOMMnbOTEPE NOA nNpaBaMn MNoJb30BATENIA, a HE
AdAMUNHUCTPATOpPA. JTO He no3BOAUT 60l1bLLIMHCTBy BPEAOHOCHbIX Mporpamm
MHCTaNInMpoBaTbCA HAa TBOEM NEPCOHA/IbBHOM KOMMNbIOTEPE,

4.  WNcnonb3ym  aHTUBMPYCHble  MPOrpamMMHble  MPOAYKTbl  W3BECTHbIX
npousBoauTenen, C aBTOMaTM4eCKMm obHoBNeHMeM 6a3;

5. OrpaHnyb GM3MYECKUI AOCTYN K KOMNbIOTEPY AN NOCTOPOHHUX INL;

6. Vicnonb3yin BHeEWHME HOCUTENU MHPOPMAUUMK, TaKMe Kak ¢nellka, AUCK UK
bann U3 MHTEpPHETA, TONbKO U3 NPOdepPEHHbIX UCTOYHMKOB;

7. He oOTKpbiBalh KomMbtoTepHble ¢alibl, MNO/NYyYEHHble W3 HEHaLEXKHbIX
NMCTOYHMKOB. [axe Te ¢pai/ibl, KOTOpble NPMUCAAA TBON 3HAKOMbIN. Jlyylle yTOYHN y
Hero, oTNPaBAAN M OH Tebe ux.



Cetn WI-FI

Wi-Fi - 3T0 He BuMA nepeaayn AaHHbIX, HE TEXHONOrUA, a BCEro Nulb HpeHa,
MapkKa. Ewe B 1991 roay HuaepnaHACKaa KOMMNAHMA 3apernctpuposana bpeHs,
«WECA», y4TOo o0603Hayano cnoBocoyetaHne «Wireless Fidelity», KoTopbin
nepeBoamMTCA Kak «becnpoBogHan TOYHOCTbY.

[lo Hawero BpemeHu aowna apyraa abbpesnatypa, KOTopaa ABNAETCA TAaKOM XKe
TexHonormen. IT1o0 abbpesmatypa «Wi-Fi». Takoe Ha3BaHMe ObINIO [aHO C
HaMEeKOM Ha CTaHAApPT BbICWUKMIMA 3BYKOBOM TexHMKM Hi-Fi, yuto B nepesoae
03Ha4yaeT «BbICOKAA TOYHOCTbY.

[a, 6ecnnaTtHblit WMHTEepHeT-4OCTYN B Kade, oTensx M asponoprax ABnAeTcA
OT/INYHOM BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrne 3KCnepTbl CYUTAIOT,
yTo obwepocTtynHbie Wi-Fi ceTn He siBnsaoTcA 6e3onacHbIMM.

Cosemvl no besonacHocmu pabome 8 obwedocmynHoix cemsax Wi-fi:

1. He nepepaBali cBOO NNYHYO MHPOopMmaumio Yyepe3 obuweaoctynHble Wi-Fi ceTu.
PaboTana B HMX, enaTefibHO He BBOAMTb MApPOAM AO0CTYNa, NOTMHbI U KaKkue-TO
HOMepa;

2. Wcnonb3yhn u 0BHOBANAM aHTUBUPYCHble nporpammbl M BpaHamayep. Tem
cambIM Tbl 06e3onacuLlb ceba OT 3aKauykM BMPYCa Ha TBOE YCTPOMCTBO;

3. Mpwn ucnonb3oaHmn Wi-Fi oTkatoun ¢yHKumo «Obwmnin goctyn K damnam u
npuHTEpam». [aHHaa QYHKUMA 3aKpbITa MO YMOAYAHWUIO, OAHAKO HEKOTOopble
No/sb30BaTeNIN aKTUBUPYIOT eé ans yaobctBa MCNONb30BaHMA B paboTe wmau
yuebe;

4. He ucnonb3zym nybnamuHoin WI-FI ana nepegaym nuyHbIX AaHHbIX, Hanpumep
ONA BbIXO4A B COUMA/IbHbIE CETU UM B INEKTPOHHYIO MOYTY;

5. inonb3yi ToNbKO 3awunLeHHoe coeanHeHune yepes HTTPS, a He HTTP, T.e. npwu
Habope Beb-aapeca BBOAN MMEHHO «https://»;

6. B mobunbHom TenepoHe oTKAOUM YHKUMO «llogkntoyeHne K Wi-Fi
aBTOMaTM4YeckmM». He gonyckalh aBTOMATM4Y4eCKOro MOAK/IOYEHUS YCTPOWMCTBA K
cetam Wi-Fi 6e3 TBOero cornacus.



CoumanbHble cetTu

CoupanbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe ntoaM paboTatoT U
UBYT TamM MOCTOAHHO, a B Facebook yxe 3apernctpmpoBaH munnmapm, YeN0BEK,
YyTO ABNIAETCA OJHOM CelbMOM BCEX UTenen nnaHeTbl. MHOrne nonb3oBaTenu He
MOHUMAIOT, YTO MHbOPMALUA, Pa3MELLEHHAA UMM B COLMANbHbIX CETAX, MOXET
OblTb HaWJEHa WU UCNONb30BaHa KEM YroAHO, B TOM 4uUcne He o0ba3aTenbHOo C
6narMmm HamepeHUAMM.

OcHogHble cosembl No be3zonacHOCMu 8 coyuanbHbIX cemsax:

1. OrpaHuyb cnMcok apysen. Y Tebs B ApPYy3bsAX HE AOMKHO ObiTb CAyYalHbIX W
He3HaKOMbIX N0AEN;

2. 3aWwmuian CBO YacCTHYH XM3Hb. He ykasbiBali naponun, TenedoHbl, agpeca,
AaTy TBOEro POMAEHUA U OPYry0 NUYHYIO WMHOOPMAUMIO. 310YMbILWNEHHUKN
MOTYyT MCNONb30BaTb AaXe WMHPOPMaLMI0O O TOM, KakK Tbl U TBOU pPOAUTENU
NAaHMpyeTe NPOBECTU KaHUKYbl;

3. 3awmwan cBoK penyTauuio - AEpP)KU ee B YNCTOTe U 3adaBak cebe Bonpoc:
xoten 6bl Tbl, 4TObObI ApyrMe no/ab30BaTENM BMAENAM, UYTO Tbl 3arpyaewb?
Moaymaii, npexkae 4em 4to-To onybanKoBaTb, HaNnMcaTb M 3arpysuTb;

4. Echm Tbl roBOpUWb C /IOAbMW, KOTOPbIX HE 3Haellb, He WMCNOAb3yi CBOE
peanbHOe MMA N APYryl0 NUYHYI0 MHGOPMaAUUK: UMA, MECTO KUTENbCTBA, MECTO
y4ebbl 1 npouee;

5. U3beran pasmelweHua ¢otorpaduii B MHTepHeTe, rae Tbl M300paxKeH Ha
MECTHOCTM, MO KOTOPOM MOXKHO ONpPeaeNnTb TBOE MEeCTOMNO/IOXKEHME;

6. Mpu perncrtpauum B CouManbHON CeTU HEOBXOAMMO MCMO/b30BaATb C/OMKHbIE
Mapon, cocTonLme u3 ByKB 1 LMOP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumanbHOM CETU, NOYTbl U APYrMX CalMToOB HEOBXOAMMO WMCNOJIb30BaTb
pasHble naponu. Toraa ecnn TebA B310MAOT, TO 3/10YMbIWAEHHUKM MOJyYaT
AOCTYN TO/IbKO K OAHOMY MECTY, a He BO BCe Cpas3y.



dNEeKTPOHHbIE AEHbIN

JNEeKTPOHHbIE AeHbrM — 3TO o4YeHb YAO0OHbIM crnocob nnatexen, oAHaAKO
CYLL,ECTBYIOT MOLLUEHHWNKM, KOTOPbIE XOTAT NOJIY4UTb 3TN AEHbIU.

3I'IeKTpOHHbIe AEeHbINM nNoABUANUCbL CcoOBCEM HeEAABHO U MMEHHO WM3-3a 3TOro0 BO
MHOTMX rocyaapcreax 40 CUX NMNOP HE NPONMUCaHO NMNPO HUX B 3aKOHax.

B Poccum e oHWM PYHKUMOHMPYIOT M O HUX YyXKEe MPOMMUCAaHO B 3aKOHe, rae Mux
pa3fenaoT Ha HECKO/IbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HuUa B TOM,
4YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3pellaeTca NpoBOAMTb onepauum 6es
noeHTMOMKauMmM  nonb3oBaTenss, a B  HEAHOHUMMHbIX  MAEHTUPMKaLUK
nosib3oBaTens ABnaAeTcAa 06A3aTeNbHOWN.

Takke cnegyetT pas3nMyatb  3N1EKTPOHHble  ¢uaTHble  AeHbrM  (paBHbI
rocy4apCTBEHHbIM BaslOTaM) W 3/1EKTPOHHble HeduaTHble AeHbrn (He paBHbI
rocyAapcTBeHHbIM BaslOTaM).

OcHOBHble coeembl no 6e3onacHol pabome ¢ 31eKMPOHHbIMU OeHb2aMU:

1. MpuBAXKKM K cyeTy MobunbHbIM TenedpoH. ITo camblii yAOOHbIA N BbICTPbIN
cnocob BOCCTAaHOBUTb AOCTYN K cyeTy. [puBA3aHHbIM TenedoH MOMOXKET, ecnu
3abyaellb CBOM NAaTEXHbIA Napo/ib WAM 3alfellb Ha CalWT C He3HaKoMoro
YCTPOMCTBA;

2. Wcnonb3ylhh opHopasoBble napoaun. [locne nepexoda Ha  YCUAEHHYHO
aBTOpM3auMio Tebe yXe He ByaeT yrpoXKaTb OMACHOCTb KPaXXM WKW MnepexsaTa
naaTeXHoro napons;

3. Boibepu cnoXKHbi Nnaponb. MpecTynHMKam byaeTt He NPOCTO yraaaTb C/IOMKHbIN
naposb. HagexHble Maponnm — 3TO Mapo/sM, KOTOpble coAeprkaT He meHee 8
3HAKOB W BKOYAIOT B ce6A CTPOYHbIE U NPONUCHbIe BYKBbI, LMPPbl M HECKONBKO
CMMBO/IOB, TaKMe KaK 3HaK fgonnapa, ¢yHTa, BOCKAMUATENbHbIA 3HaK M T.M.
Hanpumep, StROng!;;

4. He BBOAM CBOW NNYHbIE AAHHbIE HA caﬁTax, KOTOpPbIM HE A0BEpPAELDb.



dNEeKTPOHHAasA NoyTa

JNEeKTPOHHAA noyTa — 3TO TEXHONOrMSA U NpefocTaBAfeMble €l YCAyrn no
NepecbIiNIKe U NONYYEHUIO 3/IEKTPOHHbIX COOOLLLEHWUIA, KOTOPbIE pacnpeaenatoTcs B
KOMnbloTEPHOM ceTU. OO6bIYHO 3/EKTPOHHbLIA MOYTOBbLIA  ALWMK  BbIMAAUT
cnegyrowmm  obpasom:  MMA_NOb30BaTENA@UMA_AOMEHa. TaKXKe Kpome
nepegaymn NPOCToro TEKCTa, MMEETCA BO3MOXKHOCTb NepeaasaTb dpanibl.

OcHoBHble coeembi no be3onacHoli pabome ¢ 31eKMpPOHHOU NoYMou:

1. Hapo BbIGpaTb NPaBUAbHbLIN MOYTOBbIA CEPBUC. B MHTEPHETE €CTb OFPOMHbIN
BbIbOp 6ecniiaTHbIX MOYTOBLIX CEPBMCOB, OAHAKO Jlydylle [0BEPATb TEM, KOro
3Haelb N KTO NEePBbIA B PENTUHTE;

2. He ykKasbiBah B NIMYHOM NoyTe /NYHYO MHOpmMaumto. Hanpumep, nydwe
BblOpaTb «My3blKanbHbIN_daHaT@» nan «pok2013» BmecTo «Temalld»;

3. Ucnonb3yin ABYX3TanHyl aBTOpM3auUMiO. DTO KOraa NMOMWMMO Maponsa Hy»KHO
BBOAMUTb KOA, Npucbinaemblt no SMS;

4. Bbibepy cnoXHbIN Naponb. [Na KarKaoro NoYToBOro AlWMKa A0KEH ObiTb CBOM
HaZEXHbIN, YCTOMYMUBDBIN K B3/IOMY NMapPOb;

5. Ecn ecTb BO3MOXHOCTb HanmMcaTb CaMOMYy CBOM JIMYHbBIN BONPOC, MCNOb3YyM
3TY BO3MOHOCTb;

6. lcnonb3yi HECKONIbKO MOYTOBbIX ALWMKOB. [epBbln ANA YAaCTHOM Nepenuckn ¢
afpecatamu, KOTOpbIM Tbl JoBepselb. ITO 3/IEKTPOHHbIM agpec He Hajo
MCMNO/Ib30BaTb NPU perncTpaunmn Ha Gopymax u camrax;

7. He oTKpbiBan ¢ainbl U gpyrve BAOXKEHUA B MUCbMAX AaXKe eC/IN OHW MPULIAK
OT TBOMX ApYy3eN. Jlyylle yTOYHM Y HUX, OTNPABAAAM NN OHU Tebe 3T pannbl;

8. MNocne okoHYaHMA paboTbl HA MOYTOBOM CepBUCE Nepes 3aKpbITUEM BKNALKM C
CanToM He 3abyab HaXKaTb Ha «BbINTUY.



KunbepbynauHr unu BUpTyasibHoOe n3aeBaTeNbCTBO

KnbepbynnuHr — npecnegoBaHve COOBLEHUAMM, COAEPHKALLMMU OCKopbAeHUS,
arpeccuto, 3anyrmBaHue; Xy/JIMraHCcTBO; coumanbHoe BOMKOTUPOBAHUE C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBMCOB.

OcHOBHble coeembl no bopbbe ¢ KubepbyanuHaom:

1. He 6pocaiica B 60i. Jly4ywinin cnocob: nocoBeToBaTbCA Kak ceba BeCcTn u, ecnu
HEeT TOro, K KOMy MOXXHO 06paTUTbCA, TO BHaYane yCnokouTbcA. Ecam Tbl HayHewWwb
oTBeYaTb OCKOpPbeHMAMM Ha OCKOPHAEHUA, TO TONIBKO elle Honblue PasoXkKeLlb
KOHONUKT;

2. YnpaBnaun cBoen Knbeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaA. CyLLI,ECTBYIOT cnocobbl BbIACHWUTb, KTO CTOUT 3a
dHOHMMHbIM aKKayHTOM;

4. He CTOUT BECTU XY/IMFaHCKMI 06pa3 BUPTYanbHOM KU3HWU. NHTepHET Ppukcupyet
BCE TBOM AEMCTBUA U COXPAHAET UX. YOanutb ux byaeT KpaiHe 3aTpyaHUTENBHO;

5. Cobntoaan cBOM BUPTYaNbHYHO YECTb CMONOAY;

6. UrHopupyh eanHnYHbIN Heratme. Og4HOpPa30Bble OCKOPOUTENbHBIE COODOLLEHMSA
Nnydwe nrHopuposaTb. O6bIMHO arpeccus NPeKpPaLLaeTca Ha HavaiIbHOM CTaauuy;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOBLLEHUAMM,
COUMANbHbIX CETAX €eCTb BO3MOMHOCTb 6JIOKMPOBKM OTMPaABKU COOBLLEHWUIA
onpeAeneHHbIX aapecos;

8. Ecnn Tbl cBupaetenb KubepbynnuHra. TBOW AOeNCTBUA: BbICTYNUTb MNPOTUB
npecnepoBaTens, MokasaTb emy, YTO ero AenCTBMA OLEHMBAOTCA HEraTuMBHO,
noaaepaTb KepTBYy, KOTOPOM HY)KHA MNCUXONOTrMYEeCKas MOMOLLb, COOBLUTb
B3POC/bIM O paKTe arpeccMBHOro NoBeAeHUs B CETH.



MobunbHbi TenedpoH

CoBpemeHHble cMapTPOHbl U MAaHLWeETbl coaepykaT B cebe BMosHe B3POC/bii
bYHKUMOHAN, M Tenepb OHW MOTYyT KOHKYpPUpPOBaTb CO CTaLMOHAPHbIMM
KomnbtoTepamu. OaHaKo, CpeacTB 3alMTbl 414 NOAOOHbIX YCTPOMCTB NOKA OYEHb
Mano. TecTMpoBaHME U TMOUCK YA3BUMOCTEM B HUX MPOUCXOAUT He TakK
MHTEHCUBHO, Kak ans MK, To ke camoe KacaeTcs U MOBUIbHbIX MPUNOKEHWIA.

CoBpemeHHble MObUNbHble Bpay3epbl yXKe MPaKTUYECKU AOFHANM HACTOJ/IbHble
aHanorM, OAHAKO pacwupeHre QyHKUMOHANa BnevyeT 3a coboh Honbliyto
CNOMKHOCTb M MEHbLLYIO 3aWMLLEHHOCTb.

[laneko He Bce nNPOM3BOAUTENM BbINYCKalOT OOHOBNEHMUA, 3aKpblBaloLWMe
KPUTUYECKMNE YA3BUMOCTU AN1A CBOUX YCTPOMCTB.

OcHOBHble coeembl 019 6bezonacHocmu MmobusnbHO20 menegdoHa:

1. Huyero He sABnAetca no-HacTtosAwemy b6ecnnatHbiM. Byapb ocToposkeH, Beab
Koraa Tebe npepnaratoT 6ecnNaTtHbIM KOHTEHT, B HEM MOTYT ObITb CKPbITbl Kakue-
TO NNATHbIE YCAYTY;

2. lymaii, npexae yem otnpasutb SMS, ¢oto unm sBuaeo. Tbl TOYHO 3HaELWb, Fae
OHW ByayT B KOHEYHOM UTOre?

3. Heo6xoanMMo 0H6HOBNATL ONEPALMOHHY CUCTEMY TBOErOo CMapTPOHa;
4. Ucnonb3yi aHTUBMPYCHbIE NPOrpammbl AN MOBUAbHbIX TenedpoHOB;

5. He 3arpyxait npuaoxeHuss OT HEU3BECTHONO WCTOYHMKA, Bedab OHM MOTyT
cofeprkaTb BPeAOHOCHOE NporpamMmmHoe obecneyeHue;

6. Mocne Toro Kak Tbl BblAelWb C CalTa, rge BBOAWA NIMYHYKO MHGOPMAUMIO,
3anan B HaCTporkm bpaysepa n yganum cookies;

7. Meproanyeckn NPoBepPAN Kakme NNaTHble YCAYrM aKTUBMPOBAHbl Ha TBOEM
HOMepE;

8. [aBait cBOM HOmep MObBMAbHOro TenedoHa TONbKO NHOAAM, KOTOPbIX Thbl
3HaelWb M KOMy 40BepAeLlb;

9. Bluetooth gonkeH 6bITb BbIKAOYEH, KOrAa Tbl UM He Nonb3yelwbea. He 3abbiBan
MHOTAa NPOBEPATb 3TO.



Online urpbl

CoBpeMeHHble OHMAMH-UTPbl - 3TO KPacoyHble, 3axBaTblBalOLWME pPa3BeYEHUS,
obbeauHAOWME COTHM TbiCAY 4YenoBeK NO BceMy mMupy. Urpoku uccnepyrot
OAHHbIA UM MUpP, 06LWAOTCA APYr C APYrOM, BbIMOAHAKOT 334aHMA, CpaXKatoTca C
MOHCTPaMM U MOAy4YatoT OnbIT. 33 YAOBO/NILCTBME OHW MAATAT: MOKYMNalT AMUCK,
on/launBatoT abOHEMEHT UK NPUOBPETAIOT KaKMe-TO ONLUMN.

Bce aTm cpeactBa mayt Ha noadeprkaHuMe U Pa3BUTUE UrPbl, @ TaKXKe Ha camy
6e30NacHOCTb: COBEPLLUEHCTBYHOTCA CUCTEMbI aBTOPM3aLIMKM, BbIMYCKAKOTCA HOBblE
natun (umdpoBblie 3annatkM AN8  NPOrpamm), 3aKpbIBAlOTCA YA3BMMOCTMU
cepBepos.

B I'IOLI,O6HbIX nUrpax CTount onacatbCA He CTOJ/IbKO CBOUX COMEPHWUKOB, CKOJZIbKO
KpaXXn TBOEero rnmnaposiaq, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOpPHU3aALUN
60NbLINHCTBA nurp.

OcHogHble cosembl No be3onacHocmu meoe20 U2p08020 AKKAyHmMa:

1. Echm ppyron Urpok BegeT cebA naoxo unm cosgaetr Tebe HenpuATHOCTH,
3a6/10KMpYyM ero B CNMUCKE UIPOKOB;

2. MoKanyica agMUHUCTPATOPamM MUrpbl Ha NAOX0oe noBedeHMe 3TOr0 UrpokKa,
¥enaTeNbHO NPUIOKUTbL KaKMe-To A0Ka3aTeNbCTBA B BUAE CKPUHOB;

3. He yka3biBal nnyHyto nHbopmaumio B npodaiine mrpbl;
4. YBarKall gpyrux y4aCTHMKOB NO UTPeE;

5. He yctaHaBAuBalt HeopuLManbHble NATYN U MOAbI;

6. icnonb3yi cnoXHble U pa3Hbie Napoau;

7. [laxke BO BpeMA UTpbl HE CTOUT OTKAtOYATb aHTMBUpPYC. [OKa Tbl UrpaeLlb, TBOM
KOMMbIOTEP MOTYT 3apa3uThb.



PULWINHI UK KPaXKa IMMHbIX AdHHbIX

O6bIyHOM Kpameﬁ AeHer n JOKYMEHTOB CcerogHAa yxe HUKOro He yamsuilb, HO C
pasBUTUEM MHTepHeT-TeXHOﬂOFMVI 310YMbIWNEHHUKHA nepemectnancb B
MHTEPHET, N NPOAO0/NKAKT 3aHNMATbCA «NOBUMbIM» AENOM.

Tak noABMNacb HOBaA yrpo3a: UHTEPHET-MOLUEHHMYECTBA MU QULLMHTF, TNaBHaA
UeNb  KOTOPOro  COCTOMT B MONYYEHUM  KOHOUAEHUMANbHLIX  [AaHHbIX
nosb3oBaTesen — NOrMHOB U Naponei. Ha aHranimckom asbike phishing yntaetcs
Kak ¢uwuHr (ot fishing — pbibHaa nosna, password — naposb).

OcHOBHble coeembl no 6opbbe ¢ huWUuH20M:

1. Chean 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina
B3/lOMaHa, TO HeobxoamMmo 3ab10KMpPOBaATb €e U CoobWUTb aMUHUCTPATOPaM
pecypca 06 3TOM Kak MOYKHO CKOpee;

2. Ucnonb3yit H6e3onacHble Beb-calTbl, B TOM 4YuUCNe, WHTEPHET-MArasmHoB W
NMOWUCKOBbIX CUCTEM;

3. Vicnonb3yit cnoXkHbie 1 pasHble napoan. Takum obpasom, ecin Tebs B3IOMALOT,
TO 3/I0YMbILIIEHHUKKU NOAYYaT A0CTYN TO/IbKO K OZIHOMY TBOEMY NPOOUIIO B CETH,
a He Ko BCeM;

4. Echu TebAa B3NOManu, To HeobxoAMMO NpeaynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobaBneHbl y TebA B APYy3bAX, O TOM, YTO Teba B3/1OMaIN U, BO3MOXKHO,
OT TBOErO MMEeHM ByAeT PaccbiNaTbCA CNAaM U CCbIZIKM HA GULLNHIOBbIE CaliThl;

5. YctaHoBM HagexHbIn naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOUYM COXpaHeHMe napons B bpaysepe;

7. He oTkpbiBan dannbl n gpyrve BAOXKEHUA B NMUCbMAX SAXKe €C/IN OHU MPULLAN
OT TBOUX Apy3el. Jlydwie yTOYHN Y HUX, OTNPABAAAU M OHW Tebe 3Tn dannbl.



LUundpoBasa penytaumusa

Undposaa penyTtauma - 3To HeraTUBHAsA MAW NO3UTUBHAA MHPOPMALMA B CETU O
Tebe. KomnpomeTtmpyrowas uHPopmaumsa pasmelleHHasd B WMHTEPHETE MOXKeT
cepbe3HbiM 06pa3om OTpa3uTbCA Ha TBOEM peanbHOM KuU3HU. «Ludposasn
penyTauua» - 3To TBOM MMUAXK, KOTOpbI popmupyetcsa us nHibopmauymm o Tebe B
NHTEpPHETE.

TBOE MECTO KUTenbcTBa, yyebbl, TBOE PUHAHCOBOE MOJIOXKEHME, 0CO6EeHHOCTH
XapaKTepa 1 pacckasbl 0 61M3KMX - BCe 3TO HaKanaMBaeTCcA B CETU.

MHorme noApPOCTKU NIETKOMbBICIEHHO OTHOCATCA K nNyb6auMKkauMm NMyYHOM
nupopmaummn B MHTepHETE, HE NOHMMAA BO3MOXKHbIX NOCAeACTBUI. Tbl AaxKe He
CMOXeLb A0ragatbca 0 Tom, 4To poTorpadumsa, pasmelLeHHana 5 neT Has3ag, cTana
NPUYNHOM OTKa3a NPUHATb Teba Ha paborTy.

KommeHTapumn, pasmelteHme TBomx ¢otorpaduin U gpyrve AenCcTBUMA MOFYT He
MCYE3HYTb Aa*Ke Noc/ie TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXPaHWA
3Ty MHPOpPMaLMIO, NOMana M OHa B MOUCKOBbIE CUCTEMbI M COXPAHMIACL /N OHa,
a rnaBHoOeE: YTO NoAyMaloT O Tebe OKpy:KatolLee Nt0AN, KOTOpble HANAYT N YBUAAT
3T0. Hantm mMHbopmaumio MHOro NIeT CNyCcTA CMOMXKET Ntoboi - Kak M3 Aobpbix
NOGYXAEHUN, TaK U C HAMEPEHMEM MNPUYUHUTb Bped. ITO MOXKeT ObiTb KTO
yrogHo.

OcHogHble cosembl o 3aujume yugposoli penymayuu:

1. Nogyman, npexkge 4em 4Tto-TO Ny6AMKOBATL M NepeaasaTb y ceba B 6iore nam
B COLMANbHOMN CEeTY;

2. B HacTponKax npodumna ycTaHOBU OrpaHMYEHUs Ha NPOCMOTP TBOero npoduns
M €ro COA4EP*KMMOT0, CAEeNal ero TO/IbKO «ANA APpYy3en»;

3. He pasmewam M He yKasbiBakh MHPOPMALMIO, KOTOpPaa MOXKET KOro-nmbo
oCcKopb61ATb MK 0BUKaTb.

ABTOpPCKOE npaBo
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CoBpeMEHHble LKONbHUKN- aKTUBHbIE NOo/b30BaTeNn UUMPOBOro NPOCTPaHCTBA.
OaHaKo Janeko He BcCe 3HAKOT, YTO MOJIb30BaHME MHOTMMW BO3MOXKHOCTSAMMU
umppoBoro mupa Tpebyetr cobnogeHMAa NpaB  Ha  UMHTENNEKTYasibHYlo
cobCTBEHHOCTD.

TepMUH  «UHTENNEKTyanbHaa COOCTBEHHOCTb» OTHOCUTCA K  Pas3/INYHbIM
TBOPEHUAM YEN0BEYECKOr0 YMa, HauyMHas C HOBbIX M306peTeHUin M 3HaKOB,
0603HavaoLWmMx cOBCTBEHHOCTb HAa NPOAYKTbI U YCAYIM , U 3aKaHYMBAA KHUTAMMU,
doTorpadmammn, KWNHOGUAbMaAMMN N MY3bIKaIbHbIMU NPOU3BEAEHUAMM.

ABTOpPCKME npaBa - 3TO MNpaBa Ha WHTENNEKTya/bHYH0 COOCTBEHHOCTb Ha
npou3sefeHna HayKku, IuTepaTypbl U UCKycCTBA. ABTOPCKME NpaBa BbICTynakoT B
KauyecTBe rapaHTUM TOro, YTO MHTENNEKTya/ibHbIA/TBOPYECKUI Tpya aBTopa He
byneT HanpacHbiM, [AcT emy Cnpased/iMBble BO3MOXHOCTM 3apabortatb Ha
pe3ynbTaTax CBOEro TpyAa, MONYyYUTb WM3BECTHOCTb W Npwu3HaHue. Hukto 6e3
paspelweHna aBToOpa He MOXeT BOCMPOU3BOAMTb €ero npousseaeHue,
pPacnpoCcTpaHATb, NyO6JAMYHO [AEMOHCTPMPOBaTb, NPOAABaTb, MMMNOPTUPOBATD,
MycKaTb B MPOKAT, Ny6/JMYHO WMCMONHATbL, NMOKa3blBaTb/UCMONHATL B 3dUpe Uau
pa3smewatb B UHTepHeTe.

Mcnonb3oBaHMe «NMPATCKOro» MPOrpaMMHOro obecneyeHns MOXKeT NPUBECTU K
MHOTUM PUCKaM: OT NOTEPMU AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKU TBOErO
YCTPOWCTBA, TAe YCTAaHOB/IEHHbIW He nerasbHas nporpamma. He CTOUT Takke
3abbIBaTb, UYTO CyLWECTBYeT ferasbHble M 6ecnnatHble NPorpamMmbl, KOTopble
MOKHO HalTK B CETW.

O nopmane

CeTeBUYOK.pd - TBOW rNaBHbIA COBETYMK B CETU. 34€Cb Tbl MOXKeEllb Y3HaTb O
6€e30MacHOCTM B CETU MOHATHbIM U AOCTYMHbIM A3bIKOM, @ NPWU BO3HUKHOBEHUM
KPUTUYECKOM CUTyauum obpaTUTbCA 3a COBETOM. A TaKMKe MPUHATb yyacTue B
KOHKypCax 1 CTaTb CaMbiM LUMPPOBbLIM rpaxKaaHMHom!
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